gitlab
理论
Gitlab作为一个开源项目开始帮助团队在团建开发上进行合作，通过以业界领先的步伐交付新的功能为整个软件开发和操作生命周期提供了一个单独的应用平台。Gitlab提供了管理、计划、创建、验证、打包、发布、配置、监视和保护应用程序所需的一切。Gitlab是一个基于git实现的在线代码仓库托管软件，一般用于企业、学校等内部网络搭建git私服。Gitlab是一个提供代码托管、提交审核和问题跟踪的代码管理平台。
代码托管平台：
1. SVN
2. github（全世界都在使用，人家创建好的，注册就可以使用，企业用的话不安全）
3. gitlab(自己公司自己使用，企业自己可以创建)

git、gitlab、github的区别
git：是一种基于命令的版本控制系统，没有可视化界面
gitlab：是一个基于git实现的在线代码仓库软件，提供web可视化全命令操作，管理界面，通常用于企业团对内部协作开发
github：是一个基于git实现的在线代码托管仓库，亦提供可视化管理界面，同时免费账户和提供付费账户，提供开放和私有的仓库，大部分的开源项目都选择github作为代码托管仓库（开源：开放源代码）

gitlab服务的组合部分
nginx：nginx是一个高性能的开源http和反向代理服务器，也可以作为静态web服务器，它通常用于http请求代理到后端应用服务器，提供静态文件服务
gitlab-shell：是一个用于处理git命令，提供git操作的功能
gitlab-workhorse：是一个轻量级的反向代理服务器用于处理一些大型的http请求，例如文件的下载上传
logrotate：是一个用于管理日志文件的工具，它允许你根据特定的规则轮转，压缩，删除日志文件，以便于管理和维护日志数据
postgresql：是一个强大的开源关系型数据库管理系统，它提供可靠的数据持久化，高级数据完整性和丰富的功能，被广泛用于各种类型的应用程序
redis：reids是一个高性能开源内存缓存数据库，它支持多种数据结构，用于缓存常用的数据，提高应用的响应速度
sidekkiq：用于后台执行队列任务，它基于消息队列的概念，允许你异步执行耗时的任务，从而提高应用程序的性能和响应能力
unicorn：是用ruby编写的一个http服务器，通常用于托管ruby on rails 应用程序，他是一个多进程服务器，可以处理多进程服务器，可以处理并发的http请求

常用命令
gitlab-ctl start nginx			#启动组件
gitlab-ctl start | stop | restart  #开启、关闭、重启gitlab
gitlab-ctl tail				   #查看gitlab的日志
gitlab-ctl reconfigure		   #重新编译（修改配置文件后必须重新编译才可以生效）
gitlab-rails console		   #进入gitlab的shell

1、安装gitlab
安装依赖
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安装gitlab
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2、修改配置文件
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[image: 图形用户界面, 文本

描述已自动生成]
重新编译
gitlab-ctl reconfigure
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编译好后访问节点
firefox 192.168.100.11
设置密码
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3、日常维护操作 链接shell
gitlab-rails console
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修改root用户密码
user = User.where(id:1).first
user.password='asasasasa'
user.save!
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4、登录163邮箱开启SMTP服务
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开启SMTP服务
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授权码：
GWYPUOAQRZESESZJ

编辑gitlab配置文件：vim /etc/gitlab/gitlab.rb
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[image: ]进行修改：
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内容解释：
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重新编译生效：
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 进入shell 进行测试
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发送邮件测试
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5、备份和恢复
备份gitlab仓库
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恢复gitlab
将队列和http服务停止
[image: 文本

中度可信度描述已自动生成]
恢复：
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重新启动服务：
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6、Web页面
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1）创建用户：
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2）创建组：
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3）添加用户到组中
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4）创建项目
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这样你就完成了一个私有仓库的搭建

7、链接gitlab私服
私有仓库需要密钥验证：
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查看生成的公钥
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1）链接测试一下是否可以链接到git私服
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2）解压kgcweb的软件包 && 初始化git私服
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3）设置用户和邮箱
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kgcweb提交到本地仓库	[image: 文本
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将本地仓库的内容上传到gitlab上
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[root@localhost ~]# vim /etc/gitlab/gitlab.rb I
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[root@localhost ~]# gitlab-ctl reconfigure
Starting Chef Client, version 14.13.11
resolving cookbooks for run list: ["gitlab"]
Synchronizing Cookbooks:

- package (0.1.0)

- redis (0.1.0)

- registry (0.1.0)

- mattermost (0.1.0)

- gitaly (0.1.0)

— letsencrypt (0.1.0)

- nginx (0.1.0)

- runit (4.3.0)

— crond (0.1.0)

— monitoring (0.1.0)

- gitlab (0.0.1)

— postgresql (0.1.0)

— acme (4.0.0)

— consul (0.1.0)

Installing Cookbook Gems:
iomp1l1ng Cookbooks. .
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GitLab Community Edition

Open source software to collaborate on code

Manage Git repositories with fine-grained access controls that keep your
code secure. Perform code reviews and enhance collaboration with merge
requests. Each project can also have an issue tracker and a wiki.

TN

Change your password

New password

Confirm new password

Change your passworc

Didn't receive a confirmation email? Request a new one
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[root@localhost ~]# gitlab-rails console

Gitlab: 12.3.0 (7099ecf77cb)
GitLab Shell: 10.0.6
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irb(main):001:0> user = User.where(id:1).first

=> #<User 1id:1 @root>

irb(main):002:0> user.password='asasasasa’'

=> "asasasasa"

irb(main):003:0> user.save!

Enqueued ActionMailer::DeliveryJob (Job ID: 7303e90b-723e-4b94-bad6-4161e€29251fe) to Sidekiq(mailers) with arguments: "DeviseMailer", "password_chan
, "deliver_now", #<GlobalID:0x00007f81a99d3376 @uri=#<URI::GID gid://gitlab/User/1>>

=> true

irb(main):004:0> J|
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GitLab Community Edition

Open source software to collaborate on code

Manage Git repositories with fine-grained access controls that keep your
code secure. Perform code reviews and enhance collaboration with merge
requests. Each project can also have an issue tracker and a wiki.

RER FERRENTE

asasasasa

Sign in Register

Username or email

root

Remember me Torgot your password?
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52 # gitlab_rails['gitlab_email_enabled'] = true
53 gitlab_rails['gitlab_email_from'] = 'al7610110506@163.com"
54 # gitlab_rails['gitlab_email_display_name'] = 'Example'
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gitlab_rails['smtp_enable'] true
gitlab_rails['smtp_address'] = "smtp.server"
gitlab_rails['smtp_port'] = 465

gitlab_rails['smtp_user_name'] "smtp user"
gitlab_rails['smtp_password'] 'smtp password"
gitlab_rails['smtp_domain'] = "example.com"

gitlab_rails['smtp_authentication'] = "login"
gitlab_rails['smtp_enable_starttls_auto'] = true
gitlab_rails['smtp_tls'] = false
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gitlab_rails['smtp_enable'] = true
gitlab_rails['smtp_address'] = "smtp.163.com"
gitlab_rails['smtp_port'] = 25
gitlab_rails['smtp_user_name'] = "al7610110506@Q163.com"
gitlab_rails['smtp_password'] = "GWYPUOAQRZESESZJ"
gitlab_rails['smtp_domain'] = "163.com"
gitlab_rails['smtp_authentication'] = "login"
gitlab_rails['smtp_enable_starttls_auto'] = false
gitlab_rails['smtp_tls'] = falsel
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[root@localhost ~]#| gitlab-ctl reconfigure

Starting Chef Client, version
resolving cookbooks for run list: ["gitlab"]
Synchronizing Cookbooks:

- gitlab (0.0.1)

- package (0.1.0)

— postgresql (0.1.0)

- redis (0.1.0)

— monitoring (0.1.0)

— mattermost (0.1.0)
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gltltab Recontigured.
[root@localhost ~]# gitlab-rails console
1 1
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NoMethodError (ui
dirb(main) :006:0>| Noti heihei', '0000000000000") .delivel
Notify#test_email: processed ou

Sent mail to al7610110506@163.com (1107.9ms)

Date: Thu, 22 Aug 2024 11:08:23 +0800

From: GitlLab <al7610110506@163.com> QN QA 2 W OB %
Reply-To: GitLab <noreply@192.168.100.11>

To: al7610110506@163.com heihei

Message-ID: <66c6aba7519d8_f8de3fesa72cfo8c8731@localhost. localdomain.mail>

Subject: heihei Gitlab

Mime-Version: 1.0 . EZ 17610110506 FHE

Content-Type: text/html;

charset=UTF-8

Content-Transfer-Encoding: 7bit

Auto-Submitted: auto-generated (0000000000000
X-Auto-Response-Suppress: All

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.6 Transitional//EN" "http://www.w3.org/TR/!
<htm1><body><p>0000000000000</p></body></html>

=> #<Mail::Message:76268033623340, Multipart: false, Headers: <Date: Thu, 22 Aug 202
: Gitlab <noreply@192.168.100.11>>, <To: al7610110506@163.com>, <Message-ID: <66c6abi
: heihei>, <Mime-Version: 1.6>, <Content-Type: text/html; charset=UTF-8>, <Content-T|
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\[root@localhost ~]# gitlab-rake gitlab:backup:create
2024-08-22 11:46:58 +0800 —- Dumping database ...

Dumping PostgreSQL database gitlabhq_production ... [DONE]

2024-68-22 11:47:01 +0800 —— done
FAIA—OR—-T 114701 +0200 —— Mmr-ano renncattarsoc




image21.png
[root@localhost ~]# gitlab-ctl stop sidekiq
ok: down: sidekiq: ©s, normally up
[root@localhost ~]# gitlab-ctl stop unicorn
ok: down: unicorn: @s, normally up
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[root@localhost ~j # gi tlab-rake gitlab:backup:restore BACKUP=1724298766_2024_08_22_12.3.0
[ ]
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Do you want to continue (yes/no)? yes
Removing all tables. Press 'Ctrl-C’ within 5 seconds to abort
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[root@localhost ~]# gitlab-ctl start unicorn
ok: run: unmicorn: (pid 68898) 1s
[root@localhost ~]# gitlab-ctl start sidekiq

ok: run: sidekiq: (pid 68922) 0s
root@localhoct ~14 B
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Create a project

Projects are where you store your code, access issues, wiki and
other features of GitLab.

MR

Add people
Add your team members and others to GitLab.

elliEasla

Create a group

Groups are a great way to organize projects and people.

jeilf=2dE
Configure GitLab
Make adjustments to how your GitLab instance is set up.
R &gitlab
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Add people
Add your team members and others to GitLab.
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Account

Name

Username

Email

Password

gmg
* required

gmg
* required

317610110506@outlook.com

* required
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Account

Name 2
* required
Username 2
* required
Email p221337152@qq.com

* required
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Create a group

Groups are a great way to organize projects and people.




image30.png
collaborate  Group name

of a group
o HE
ting Group URL
http://192.168.100.11/ gz Br9url
e prefixed
g projects Group description (optional)

Group avatar




image31.png
e (im] Groups - Admin Area - Gitlab X

< O A T2 | 19216810011

GitLab  Projects v Groups v Activity Milestones Snippets i1 | & © v  Search

a
& Admin Area Admin Area > Groups

Dashboard
o]
Projects

Users

Jobs

Runners

Gitaly Servers





image32.png
Group: gz

Group info: Add user(s) to the group:

@ Read more about project permissions here

Name: gz
Guest

Path: gz

Description:

Visibility level: Private

Created on: Aug 23, 2024 12:57am & Man

D: 4
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Create a project

Projects are where you store your code, access issues, wiki and
other features of GitLab.
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ject
vhere you house your files

plan your work (issues), and
documentation (wiki), among

re enabled for blank projects,
tes, or when importing, but you
hem afterward in the project

about additional Pages templates
nstall them can be found in our
g started guide.

also create a project from the
re. Show command

Blank project Create from template

Project name

Project URL Project slug

hittp://192.168.100.11/ kgcweb

Want to house several dependent projects under the same namespace? Create a group.

Project description (optional)

Description format

Visibility Level @

@ @ Private
Project access must be granted explicitly to each user.
Internal
Public

O Ini

ize repository with a README

Allows you to immediately clone this project's repository. Skip this if you plan to push up an existing repository.

Import project
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[root@localhost ~]# ssh-keygen
Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):

Created directory '/root/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your -didentification has been saved in /root/.ssh/id_rsa.

Your public key has been saved 1in /root/.ssh/id_rsa.pub.

The key fingerprint is:

SHA256: aliC0qk3TG39dwF luVua+kQLhjJJ/21nXXU2+jaAerQ root@localhost.localdomain
The key's randomart image is:

+-——[RSA 2048]-———+

[ o |

[ oo |
[ .
l.. .0 0.+|
|+ =+ B S oooB .|
|.= . . + oot=to. |
|. =Ex Lt |
- 0= . .|
| |
- [SHA256] ~————+
[root@localhost ~]# I
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[root@localhost ~]# cat /root/.ssh/id_rsa.pub

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCKVw1bFbedW00JzibtaUpXTZM55jKwbfhoJ3sh6EI6005VLjRFxS1CTtPrgl0SFIzj rupWnLN+plAN31kt151ngT2fs1K9+emerHLrRGAvuSbCXR
yJ3HV+gxN5rSHWSvdtziFWggcIptjjo8I8ywYuycwl8kh3sHsHIj rTbc6ZIdulm5EWyAoI9Zvn+ObKBwdxgMpOEYjyh+aBC7E+/6GkveFXdKgpmj JEuvlmTrZ4L0Qj 1ZNYyveSiMvCDpMMGl4tarnFZ

bhT66105E2pd9zi fFEx+WC3CFh9i05EDEST /+tVEkeCo5gebOu7sNETAEHQO59M1I0iUAGr4DwtEY11l root@localhost. localdomain

[root@localhost ~]# I
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iy User Settings
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8% Account
Applications
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& Emails

& Password

Q Notifications

2 GPGKeys

= Preferences

@ Active Sessions

Authentication log

192.168.100.11

Groups v

Activity

Milestones ~ Snippets i &

User Settings > SSH Keys

SSH Keys

SSH keys allow you to establish a secure

connection between your computer and GitLab.

ch or jump to.

Administrator
@root

Add an SSH key

To add an SSH key you need to generate one or use an existing key. Set status

Key Profile

Paste your public SSH key, which is usually contained in the file '~/.ssh/id_ed25519,

~/.ssh/id.ssa.pub' and begins with ssh-ed25519' or‘sshrrsa’. Don't use your prvate
ign ou

ssh-rsa
AAAAB3NZaC1yc2EAAAADAQABAAABAQCTVwlbFbed WOO zibtaUpXTZMS5jKwbfhoJ3sh6EI6005V
LiRFxSd1CltPrgLOSFIzjrupWnLN+plAN3Tktl51ngl2fs K9 +emerHLRGAVUSbCXRyJ3HV+ gxNSISHW
SvditziFWqgcptjjo8i8ywYuycw18kh3sHsHJjr Tbc6ZIdulmSEWyAol9Zvn +0bKBwdxgMpOEYjyh +aBCT
£+/6Gkv6FXdKapmjJEuvimTiZ4LOQjiZNYyveSiMvCDpMMG14tamF ZbhT66l0SE2pdzifEx - WC3CFh
9i0SEDES7/+tVEkeCo5gebOu7sNEIAEHQISIMIIOUAOr4DWEY11 root@localhost localdomain

Title

root@localhost.localdomain

Name your individual key via a title

Your SSH keys (0)

\ There are no SSH keys with access to your account.
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[root@localhost ~]# ssh -T git@192.168.100.11

The authenticity of host '192.168.100.11 (192.168.100.11)"' can't be established.
ECDSA key fingerprint is SHA256:hYcqER1aLCWzLj+Kmp+VXzOD2ZBJTqbXsL3c/fv8S9k.
ECDSA key fingerprint is MD5:ce:81:55:a9:e3:fc:88:0c:78:fb:73:f3:fc:7b:c5:11.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.100.11' (ECDSA) to the list of known hosts.

Welcome to GitlLab, @root!

e w2 ax B
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[root@localhost kgcweb]# yum -y install git
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[roo“c@localhost kgcweb]# git init
HIGHEK Git BiAEET /root/kgeweb/.git/
[root@localhost kgcweb]# git add .

Fommt Tl mmeaTbmet bomimbkis B
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[root@localhost kgcweb]# g1t conf1g —-global user.name "gmq"
[root@localhost kgcweb]# g1t config —-global user.email "al7610110506@outlook.com"
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[root@localhost kgcwebl# git commit -m
[master (#R#23%) 0al8bc4] first
3 files changed, 33 dinsertions(+)
create mode 100644 pom.xml
create mode 100644 src/main/webapp/WEB-INF/web.xml
create mode 100644 src/main/webapp/index.jsp
[root@localhost kgcweb]# I
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GitLab  Projects v  Groups v  Activity ~Milestones  Snippets

K  kgcweb Create a new repository

git clone git@192.168.100.11:gz/kgcweb.git

Y Project cd kgeweb
‘touch README.md
Details git add README.md
git commit -m "add README"
Activity git push -u origin master
Cycle Analytics

Push an existing folder

) Issues o cd existing_folder
git init

‘ git remote add origin git@192.168.100.11:g7/kgcueb.git

I Merge Requests 0 sit add .

git commit -m "Initial commit™

Z Cl/CD 2 git push -u origin master

® Operations Push an existing Git repository
N wiki cd existing_repo
1 git remote add origin git@192.168.100.11:gz/kgcweb.git
X, Snippets = o —
git push -u origin --all

git push -u origin --tags
¥ Settings
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[root@localhost kgcweb]# git remote add origin git@192.168.100.11:gz/kgcweb.git
[root@localhost kgcwebl# git push -u origin master
Counting objects: 9, done.
Delta compression using up to 2 threads.
Compressing objects: 100% (6/6), done.
Writing objects: 100% (9/9), 991 bytes | © bytes/s, done.
Total 9 (delta 0), reused 0 (delta 0)
To git@192.168.100.11:gz/kgcweb.git

% [new branch] master —> master
4337 master REAREEB origin WITESHSZ master,
[root@localhost kgcweb]# I
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gz > kgoweb > Details

K kgcweb
€ Project K kgcweb a Av @Sar 0 YFork 0
Project ID: 1
Details
Py 3 Add license -1 Commit ¥ 1Branch & 0Tags [ 102 KB Files
ctivi
Releases
master kgoweb /  + v History ~Q Findfile ~WebIDE % +

Cycle Analytics

® Repository first (1) oaisbcap @
gmq authored 3 minutes ago

O Issues 0
11 Merge Requests 0 £¥ Auto DevOps enabled ® Add README ® Add CHANGELOG ® Add CONTRIBUTING ® Add Kubernetes cluster
4 a/co Name Last commit Last update
@ Operations B src/main/webapp first 3 minutes ago
0 wiki @ pomxml first 3 minutes ago
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[root@localhost ~]# yum -y install cronie openssh-clients openssh-server policycoreutils-python
BInEi&EM: fastestmirror, langpacks

Loading mirror speeds from cached hostfile

WEE cronie-1.4.11-19.el7.x86_64 B%3 B ERIMRA

{44 openssh-clients—7.4pl-16.el7.x86_64 B HERFIRA

#{4£), openssh-server—7.4pl-16.el7.x86_64 B HEBFIRA

{46, policycoreutils-python-2.5-22.el7.x86_64 B&XEH HERIIRA

To/RAEAAb IR

[root@localhost ~]# I
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[root@localhost ~]# yum -y localinstall gitlab-ce-12.3.0-ce.0.el7.x86_64.rpm
BiInEi@Ef: fastestmirror, langpacks

IF7EHE gitlab-ce-12.3.0-ce.0.e17.x86_64.rpm: gitlab-ce-12.3.0-ce.0.el7.x86_64
gitlab-ce-12.3.0-ce.0.el7.x86_64.rpm <%

IEEQ@J&H@&%?

——> IEfEiS
= ﬁﬁﬂ g1t1ab—ce.x86_64.e.12.3.e—ce.e.e17 B o





